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Security and The Internet Of Things 
 

The rapid evolution of technology, mechanization, and automation has paved way for 
a modern technological revolution. Whether it be the unparalleled advancement in 
automated telecommunication networks, or the indigent development of cyber security, it is 
irrefutable that our society is at the door steps of another technological breakthrough. The 
most prominent factor that has led to this advancement is the development and 
implementation of economical micro-processors capable of transmitting data through high 
speed broadband wireless networks. From refrigerators, to lightbulbs, and even children’s 
toys, almost everything in our modern society is connected to the internet, and actively 
transmitting, sharing, and accessing over a billion terabytes of data. While this collection of 
digitally intelligent devices, commonly referred to as “The Internet of Things”, might bring 
us an abundance of benefits, it is undeniably breeding something much darker. The 
immaculate integration of smartphones, wearable technology, and even autonomous 
vehicles might seem propitious at first glance, however upon deeper inspection one can see 
that the IoT has also developed a pressing problem: Cyber Terrorism. In 2015 alone, 
approximately 200 million personal records were exposed through almost 1000 counts of 
online digital data breaches. Indeed, from a baby camera monitoring one’s child, to one’s 
online banking profile, almost everything connected to the internet is at risk of being subject 
to cyber terrorism.  In order to combat this epidemic, Computer Scientists throughout the 
world have developed and constructed a new discipline of study: Cyber Security. Without 
the discipline of Cyber Security, the phenomenon of the IoT would diminish under the 
evolving plethora of cyber terrorism, and become unable to technologically advance. 
Therefore, in order to avoid digital regression and cyber stagnation, humanity must adopt 
the ideologies of cyber security and realize that the IoT is not an independent phenomenon, 
but rather an ideal that is dependent on Cyber Security. Only through the actualization of 
these ideologies, will humanity be able to undergo a modern technological revolution and 
innately evolve. 
 

Firstly, in a recent study, it was revealed that the underlying factor responsible for 
the growing popularity of cybercrimes was due to the fact that IoT devices are still a 
contemporary invention. It has been shown that through the rapid improvement of the 
availability of broadband internet connection, digital security and internet safety have been 
unable to keep up with this evolution. It is for this reason that hundreds of millions of 
digitally intelligent devices a year have been hacked in some shape or form. Furthermore, 
numerous bands of telecommunication segments have been monitored by third parties; such 
as digital terrorist groups, individual hackers, and even the government. Despite these 
seemingly grave dangers, the Internet of Things is in reality, not a negative regression, but a 
contemporary advancement that requires more time to develop before it can further evolve. 
In order to actualize the innate potential of the Internet of Things, humanity must reinstate 
numerous protocols and conventions regarding digital security. The most eminent element 
out of these newly developed ideologies is the importance of Cyber Security, and the 
desperate need for more Cyber Security Engineers. One of the largest fears that society has 
been subject to recently is the actualization of dystopian science fiction: the possibility of 
humanity being controlled through the internet. While many television series, such as 
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Netflix’s Black Mirror, have played off this idea, it is still far from becoming a reality. This is 
because millions of cyber security specialists throughout the world are actively working on 
implementing a stronger, and more effective internet firewall. Through the combined efforts 
of these specialists, humanity will be able to intrinsically reap the benefits of the IoT and 
truly undergo a modern technological revolution. 
 

In the most recent decade, multinational companies throughout the world have 
introduced more advanced forms of cyber security. From two-step authentication services, 
to geographically conscious login systems, humanity is now able to minimize and prevent 
possible attacks to the IoT. Indeed, while this does not directly resolve the issue of 
Information Technology companies losing hundreds of millions of dollars a year due to 
security breaches, it has undeniably minimized the damage, and lead to a drastic 
improvement of individual user safety. In a recent study, 94% of companies who have 
implemented cloud security into their databases have reported an increase in security, and 
a decrease in attempted data breaches. While this does not directly resolve the issues of 
potential cyber security threats, it is the first step of many to resolve digital terrorism, and 
further progress humanity’s evolution through the development of IoT devices. This rapid 
progression of the Cyber Security discipline has opened the doors for many future 
possibilities. From fully automated smart cities, to Amazon’s up and coming drone delivery 
services, our society is ostensibly approaching a full digital metamorphosis. Without these 
Cyber Security Engineers, we would not advance technologically, but rather digitally regress 
and stagnate. Indeed, the Internet of Things is not an independent phenomenon, but rather 
an emerging ideal that heavily depends on cyber security.  
 

Consequently, it is evident that while there are many potential security risks and 
cyber liabilities due to the IoT’s recent growth, it is undeniable that through the adoption 
and implementation of cyber security into our everyday lives, we will be able to fully utilize 
the potential of the IoT and technologically evolve. Although it is still an emerging 
phenomenon, many technology industry giants such as the McKinsey Global Institute are 
forecasting that it will have a lasting economical and societal impact on the future. While 
automated data collection and monitoring might seem dystopian at first, if used correctly 
with Cyber Security, we will be able to further technologically evolve. Indeed, although many 
individuals throughout the world view the IoT as a disastrous epidemic, and others praise it 
for its technological brilliance, it is ultimately up to how humanity utilizes this new-found 
phenomenon. If correctly synchronized with the concepts of Cyber Security, our modern-day 
society will be able to undergo an unparalleled, unprecedented, and insurgent technological 
revolution. 


